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Abstract

Sensornets are large-scale distributed sensing networks com-
prised of many small sensing devices equipped with memory, pro-
cessors, and short-range wireless communi cation. Making effec-
tive use of sensornet data will require scalable, self-organizing,
and energy-efficient data dissemination algorithms. Recent work
has identified data-centric routing as one such method. In this
paper we suggest that a companion method, data-centric stor-
age, may also be a useful approach.

While there are many ways to achieve data-centric storage,
this paper proposes a mechanism that builds upon two recent
advances; (1) the GPSR geographic routing algorithm and (2)
a new generation of efficient peer-to-peer lookup systems (such
as Chord, CAN, Pastry, Tapestry, etc.). We evaluate the perfor-
mance of data-centric storage and two other dissemination ap-
proaches in several sensornet scenarios and identify the condi-
tions under which the various approaches are preferable.

1 Introduction

Recent engineering advances in the design of small energy-
efficient hardware and compact operating systems have enabled
the devel opment of large-scal edistributed sensing networks (sen-
sornets) made up of many small sensing devices equipped with
memory, processors, and short-range wireless communication.
These sensornets will provide an unprecedented amount of de-
tailed measurements over wide geographic areas, however, this
data is distributed across the entire sensornet, making it hard to
access. Communication between sensornet nodes requires the
expenditure of energy, a scarce commaodity for most sensornets.
Thus, making effective use of sensornet data will require scal-
able, self-organizing, and energy-efficient data dissemination al-
gorithms.

Since the nature of the data is more important than the iden-
tity of the node that gathersit, sensornet researchers have found
it useful to move away from the Internet’s point-to-point com-
munication abstraction and instead adopt abstractions that are
more data-centric. This approach entails “naming” the data and
then using communication abstractions that refer to those names
rather than to node network addresses [12, 1]. In particular, pre-
vious work on data-centric routing has shown it to be an energy-
efficient data dissemination method for sensornets [14]. Here,

we suggest that a companion method, data-centric storage, may
also be useful. In this approach, relevant datais stored, by name,
at nodes within the sensornet; all data with the same genera
name (e.g., elephant sightings) will be stored at the same sen-
sornet node (not necessarily the one that originally gathered the
data). Queries for data with a particular name can then be sent
directly to the node storing that named data, thereby avoiding the
flooding required in some data-centric routing proposals.

There are several data-centric dissemination methods, and
these offer rather different performance characteristics. Which
oneis appropriate for a particular setting will depend on the na-
ture of the sensornet and its use. Consequently, our claim here
is not that data-centric storage is always the method of choice,
but rather that under some conditions it will be preferable. In
fact, we expect that future sensornets will embody al of these
(or similar) data-centric dissemination methods, and that users
will choose which to use at any particular time based on the task
at hand.

This paper hastwo main foci. Our first focusis on identifying
under what circumstances data-centric storage is the preferred
method. This requires that we begin our paper with a general
but lengthy discussion of sensornet dissemination algorithmsand
the settings in which they might be used. This will provide the
needed context for the later comparative simulations.

Our second focus is on providing a mechanism for achieving
data-centric storage. Our proposed mechanism is based on two
recent developments. First, it uses the GPSR geographic rout-
ing algorithm [16] as alow-level routing mechanism. Second, at
a higher level it uses the hash-table like functionality provided
by the new generation of peer-to-peer lookup agorithms such
as Chord, CAN, Pastry, and Tapestry [27, 24, 8, 32]. This pro-
posed method is a proof-of-concept rather than a finely tuned
mechanism; several aspects of our design could conceivably be
improved upon. In addition, as we discuss later, one can also use
other techniquesto achieve data-centric storage; in particul ar, the
GRID geographic location system (GLS) [19] algorithm can be
modified to provide data-centric storage. The SCOUT system
proposed a similar approach [18].

Our paper has 6 sections. We start with a general discussion
of sensornets, including related work, in Section 2. We then,
in Section 3, describe a sensornet scenario in which data-centric
storage is appropriate. We detail our mechanism for data-centric
storagein Section 4 and evaluate it in Section 5 through two sets
of simulations, one at the ns-level to confirm the correctness of
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the low-level details and the other at a higher less-detailed level
to compare it to two other dissemination approaches. Section 6
concludes the paper with a short discussion.

2 Context and Related Work

In this section we first state our basi ¢ assumptions about the class
of sensornetswe consider. We then describe some basic concepts
used in organizing sensornet data. Thisis followed by a discus-
sion of related work, which ends with a description of some pos-
sible approaches to data dissemination in sensornets.

2.1 Assumptions

While sensor node technology is advancing rapidly, and experi-
ments have been run on small-scale sensornets[7], nolarge-scale
sensornets have yet been deployed in practice. Thus, most papers
on sensornet algorithms are hypothetical, in that they discuss sce-
narios for sensornet deployment (and sometimes node capabili-
ties) that have not yet been deployed in the field (although they
may have been deployed in testbed environments). This paper is
no different; when we speak about sensornets, we are referring
to the projected and experimental designs and deployments dis-
cussed in the literature and not to actual instances of sensornets
deployed in thefield.

These projected sensornet designs differ greatly in their char-
acteristics and intended use. Here we focus attention on a certain
class of sensornetsthat is most relevant to the issues we address.
There are many other sensornet designs and uses that fall out-
side of our purview; thus, our discussion of assumptions, both
immediately below and later in this paper, should not be inter-
preted as general statements about all sensornets but rather only
as statements defining the class of sensornets we are discussing.*

We consider sensornets where the nodes are spread out, ran-
domly or in some pattern, over some well-defined area. We as-
sume that the sensornet operators know rough approximations
to the geographic boundaries of the sensornet and that the area
within those boundariesis fairly densely covered with nodes.

We assume that nodes only have short range communication,
but are within radio range of several several other nodes. We
further assume that the nodes know their location (in what fol-
lows, this can be either their relative or their absolute location).
This can be achieved through the use of GPS or some other ap-
proximate but less burdensome localization algorithm; see, for
example, [4, 11, 22, 23, 25]. This assumption that nodes know
their (absolute or relative) location is crucial for our proposed
data-centric storage mechanism. However, we think it is a rea
sonable assumption because in many cases the sensornet datais
useful only if the location of its source is known; e.g., knowing
that a certain temperature reading occurred may not be useful if
you don’t know where it occurred.

We assume that energy is a scarce commodity for sensornet
nodes [21]. Using a node’'s wireless communication requires

1In other words, when we say we assume something, we mean we only con-

sider cases where that statement holds.

energy and so the data dissemination agorithms should seek to
minimize communication in order to extend overall system life-
time. While the mapping between communication and energy
consumption is complicated — depending greatly on the precise
hardware involved and the packet transmission pattern — in what
follows we will focus on two simplified metrics of energy con-
servation:

Total usage: The total number of packets sent in the sensornet

Hotspot usage: The maximal number of packets sent by any
particular sensornet node

We further assume that communication to the outside world
takes place through one or more access points in the sensornet,
and so getting data from a sensornet node to the outside world re-
quires sending the data through the sensornet to the access point.
We use the term access path to refer to the set of paths data from
sensor nodes to the access point(s).

We further assume that nodes are reasonably stationary and
stable. That is, while node failures do occur, and nodes might
occasionally move (e.g., blown by the wind, etc.), such occur-
rences are not the common case and happen on time scales long
compared to packet transmission times. Similarly, we assume
that the radio channel characteristics do not vary rapidly in time;
our proposed mechanism makes no particular assumption about
radio propagation other than that the set of nodes within radio
range of a particular node doesn’t change very rapidly. For set-
tingswhere the set of reachabl e nodes does change rapidly, other
approaches will be needed.

While in the rest of the paper we treat all nodes as having
the same capabilities, it is likely that real sensornets will have
a tiered architecture, with some nodes having very limited data
storage capacity and others having much more significant storage
(and perhaps a so more battery power and better communication
facilities). Our discussion appliesto thistiered approach as well,
aslong as the these “ macronodes’ are numerous and widely dis-
persed [5].

The above assumptions described the physical nature of the
sensornet. We next discuss how these sensornets might be used.

2.2 Observations and Events

The purpose of sensornets is to provide detailed sensing capa-
bilities across a wide geographic area. The low-level output
from these sensors, which we call observations, is named (as
described, for example, in [12, 1]). The overwhelming volume
of observations produced by these sensors is both a blessing and
acurse. While sensornets give unprecedented access to the de-
tailed observations of the physical world, sending these obser-
vations directly to the access point(s) would quickly exhaust the
energy reserves of the sensornet. However, in most cases users
don’'t want the complete set of raw unprocessed data, but rather
are more interested in specific events, such as earthquakes, ani-
mal sightings, or bomb detonations.

We usetheterm eventsto refer to certain constellations of low-
level observations. The constituent observations may span time,
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space, and modalities; i.e., the observations may be recorded at
different times, at different places, and from different types of
sensors (e.g., temperature, humidity, air pressure, etc.). A sensor-
net system will be designed to detect severa well-defined types
of events.

Detecting these events requires some processing of the low-
level observations. Sending al the data to the access point and
processing the low-level observations externally would be very
expensive in terms of energy consumption, both in terms of the
total usage and in terms of the hotspot usage along the access
path. To avoid this, sensornets can use collaborative informa-
tion processing within the sensornet to produce high-level events
from low-level observations. This may involve a combination of
purely local techniques (e.g., exchanging datawith nearby nodes)
and nonlocal techniques (e.g., comparing temperature readings
against the average readings in the sensornet). We will discuss
these techniquesin abit more detail in Section 2.4.

Events can be defined not only in terms of low-level observa-
tions but also in terms of other events. For instance, detecting an
anima migration would involve many individual animal sight-
ings. In general, there will be aweb of events, with some events
defined in terms of others. These events are not necessarily in a
strict hierarchy, but in the context of a particular application there
is some sense that some events are lower-level than others, and
could be used to define the higher-level events.

Once an event has been detected, users might want to access
the low-level observations related to that event. For instance, if
a volcanic eruption has been detected, the detailed temperature,
humidity, and air quality readings of the various sensors in the
area would be of great scientific value. Each event notification
includesthe event’slocation, so that to gather additional dataone
need only download the observations from the relevant sensors.
Thus, event natification is not only useful in itself but is aso a
way to efficiently direct subsequent queries to the relevant data,
thereby keeping the overall communication |oad manageable.

2.3 Tasks, Actions, and Queries

The preceding discussion identified the various types of infor-
mation — observations and events — that might be provided by
sensornets. We now describe how this information might be ex-
tracted from the sensornets.

Users send instructions (by flooding or some other global dis-
semination method) to sensornet nodes to run certain local iden-
tification tasks. These tasks could be simple, such as taking
temperature readings, or complex, such as identifying an animal
from a collection of sensor readings. In essence, one can think of
tasks as downloaded code.

Once an event has been identified, nodes can take a number of
different actions. For example, anode could beinstructed to send
event information to external storage, or to store the event infor-
mation locally, or to use data-centric storage. Recall that data-
centric storage involves storing the event information at a sensor-
net node that is chosen based on the event’s name. These three
possible actions — externa store, local store, and data-centric

store — will form the core of the three canonical approaches we
describein Section 2.5 and compare in Section 5.

Unless the information has been sent to external storage, at
this stage the event information is still not in the user’s hands.
Queries are used to dicit the event information from the sensor-
net. How queries are executed will depend on the actions nodes
take upon event detection. If event information is stored locally
then queries must be flooded to all nodes (unless the user has
prior knowledge about the location of the event). If event infor-
mation is stored using data-centric storage, the query can be sent
to the sensornet node associated with that event name. Note that
queries can be either externally generated by users or internaly
generated by sensornet nodes engaged in event detection. As an
example of the latter, a node may generate a query for recent
sightings of an animal before making an identification.

2.4 Related Work

Tasks, actions, and queries are useful concepts, but we haveyet to
describe the actual protocols and algorithms used by sensornets.
We now discuss those algorithms by briefly reviewing some of
the related work on sensornets. We organize this discussion in
“layers’ ordered from bottom to top. However, these layers are
used only to clarify the presentation; we don’t mean to imply
that sensornet architectureis organized into clean well-separated
layers. Given the extensive scope of related work, the listing of
related work below isillustrative but by no means exhaustive.

L1: Physical and OS: There have been numerous engineer-
ing advances in producing small and energy-efficient nodes
with non-trivial amounts of memory, processor power, and sen-
sors [21, 13]. In addition, novel operating systems have been
designed specifically for such nodes[13].

L2: Low-level communication and self-configuration: Un-
derlying all short-range communication is a MAC layer. The
need for energy efficiency in sensornets may require new me-
diaaccess protocolsthat coordinate node duty cyclesin an effort
to save energy [30], or that regulate access to the medium in a
fair way when a mgjority of the nodes simultaneously transmit
their readings[28].

Also, the scale of expected sensornet deployments precludes
manual configuration; several aspects of network and system
self-configuration are currently active research topics. |mportant
advances have been made in topology self-configuration [26, 6],
localization (in accurate ranging using acoustic or ultrasound sig-
nals [23, 22, 11]), and in location estimation coordination tech-
niques by which nodes can determine their location [4, 25]), and
post-facto low-energy time synchronization [9].

L3: Packet routing: The MAC layers described above allow
nodes within radio range to communicate. Packet routing algo-
rithms are required to deliver packets between non-neighboring
nodes. Because the identity of individual nodes plays no rolein
sensornets, packet routing systems based on node identifiers are
unsuitable for sensornets. It is expected that sensornets will in-
stead implement geographic routing systems. Such systems are
designed to deliver packets to a single node, or to a collection of
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nodes, based on their location (rather than their identity). Below
we describe several types of geographic routing systems, each
with their own communication abstraction and energy costs. In
the following, we let n be the number of nodes in the sensornet,
and assume the nodes are uniformly dispersed in the sensornet
and that the diameter of the sensornet is O(/n).

Srongly geographicrouting algorithms, like GPSR [16], alow
nodesto send to aparticular location. To go from one random |o-
cation to another requires O(/n) packet transmissions, whichis
our (approximate) metric for total energy consumption. \eakly
geographic routing algorithms like GEAR [31] alows a node to
send packets to a region and then distrubute the packet within
that region. The transmission costs here are O(/n) packet trans-
mission to reach the region and O(r) packet transmissionswithin
theregion, wherer is the number of nodesin the region.

In addition to geographic routing, two other packet routing
primitives are likely to be available in sensor networks. Scoped
flooding algorithms flood to a limited region around the sending
node. The transmission cost is O(r) where r is the number of
nodesin theregion. Flooding sends a packet to the entire sensor-
net, and requires O(n) packet transmissions.

L4: Local collaborative information processing: As noted
previously, event detection sometimes requires synthesizing the
resultsfrom several different sensors. Thealgorithmsinthisclass
only require collaboration between local nodes; i.e., those that
can be reached by a tightly-scoped flood. An example of such
an algorithm is that described in [29]. It uses sophisticated sig-
nal processing techniques to correlate sound signals in order to
spatialy locate its source.

L5: Wide-Areadata dissemination: These are techniques by
which nodes, and users, can access the desired data anywhere
in the sensornet. Recall that data, both observations and events,
are named. The data dissemination methods we refer to here
allow nodes to access data by name across the sensornet. Note
that, in contrast, the local collaborative information processing
only used data that could be found nearby; these wide-area data
dissemination methods are needed to do collaborative processing
in the wide area, as we describe bel ow.

The most commonly mentioned wide-area data dissemination
technique is directed diffusion [14, 12]. Directed diffusion in-
volves sending requests for named data and allowing those nodes
that have such data to respond; the requesting node can, in addi-
tion, reinforce high-quality data delivery paths. A key feature of
directed diffusion is in-network aggregation; as the data is be-
ing routed to the requestor, it may be aggregated by intermediate
nodes. Directed Diffusion is an example of data-centric routing;
routing decisions are based on the name of the data rather than
on the identity of the sending and receiving nodes.

In this paper we propose another data di ssemination approach:
data-centric storage. As described previously, once an event is
identified the associated datais stored by name at another sensor-
net location which is a function of the data’'s name. Subsequent
requests for that data are sent to that particular node. In this pa-
per we present one mechanism for achieving data-centric storage,
but there are doubtless many other approaches. In particular, the
geographic location system (GLS) used in the GRID system [19]

can be extended to provide a similar capability. We will discuss
this in more detail in Section 4. The SCOUT sytem might also
be used in asimilar way [18].

It should be noted that directed diffusion (and most other data-
centric routing proposals) do not require any packet forwarding
methods other than flooding. In contrast, the data-centric storage
proposal we present here requires strongly geographic routing.
Thus, the data dissemination method choice may be limited by
the nature of the underlying packet routing mechanisms.

L6: Wide-areacollaborativeinformation processing: These
methods are akin to the local collaborative information pro-
cessing methods mentioned above, except that the collaborating
nodes need not be local. An example of such a collaboration
is that required for tracking an object across a sensor field. In
this case, scalable collaborative methods must be built on effi-
cient wide-area data-dissemination algorithms. Zhao et al. [33]
describe a a collaborative tracking application built on top of di-
rected diffusion.

L7: User-level tasking and querying: The highest layer is
where usersinsert their tasking and querying commands. An ex-
ample of an approach that fits hereiswork that has been done on
defining database semantics for queries on sensor networks[2].

Our purpose in the preceding discussion was twofold, to pro-
vide avery cursory overview of related work and to discuss how
these various pieces fit together. We used the notion of “layer-
ing” as a convenient organizing principle, but we doubt that real
sensornets will strictly obey these distinctions.

2.5 Possible Sensornet Approaches

The preceding discussion reviewed related work, but considered
the various algorithmic pieces as separate entities. We now dis-
cuss how they fit together to provide a coherent sensornet data
gathering service. We start by considering three canonical meth-
ods, methods that illustrate three very different approaches to
sensornet design.

All of the methodswe discuss bel ow start by flooding the tasks
to the entire sensornet. The tasks are the set of identification in-
structions, specifying which eventsto detect, how to detect them,
and what actions to take upon detection. Thisinitial flooding in-
cursacost of O(n). We assume that the tasks are long-lived (i.e.,
that the tasking instructions remain in force for long periods of
time) and so thisinitial cost will presumably be dominated by the
ensuing data processing.?

251 Canonical Methods
Earlier we described three basic actions nodes could take upon

detecting an event. These lead directly to three canonical sensor-
net methods.

20f course, there are situations where tasks are short-lived; for these, the
cost of flooding dominates al other costs, so it won't matter much which of the
approaches below are used.
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External Storage (ES): Upon detection of events, the relevant
datais sent to extenal storage where it can be further pro-
cessed as needed. This entails a cost of O(./n) for each
event. Thereis no cost for externa queries since the event
information is aready external; queries generated by inter-
nal nodes in the process of doing event detection will incur
acost of O(+/n) to reach the external storage.

Local Storage (LS): Event information is stored locally (at the
detecting node) upon detection of an event; this incurs no
communication costs. Queries are flooded to all nodes at a
cost of O(n). Responses are sent back to the source of the
query at acost of O(y/n).

Data-Centric Storage (DS): Here, after an event is detected the
datais stored by name within the sensornet. The communi-
cation cost to store the event is O(/n). Queriesare directed
to the node that stores events of that name, which returns a
response, both at a cost of O(,/n).

These three canonical methods have very different cost struc-
tures. We will compare these methods analytically in Section 3
and through ssimulation in Section 5. However, these three ap-
proaches do not exhaust the design space. One can certainly
combine them to create hybrid methods. Also, there are ater-
nate approaches geared towards slightly different environments.
We discuss these hybrid and alternate approachesin the next two
subsections.

252 Hybrid Methods using Data-Centric Storage

Data-centric storage provides an efficient way to locate informa-
tion about al events of a given type. However, forcing al data
into afixed event structure may be overly rigid for many applica-
tions. Inthese cases data-centric storage could be used to provide
assistance for other approaches.

Using Data-Centric Storagefor Context: Inthe courseof pro-
cessing local data, nodes may find it useful to have some
context about global parameters. For instance, data-centric
storage could give nodes access to the number of other ani-
mals sighted when anode is trying to determineif amigra-
tion is underway.

Using Data-Centric Storagefor Location Guidance: One of
the problems with the local-storage approach is that one
needs to flood the query in order to find the relevant data.
However, data-centric storage could provide information
about the location of the event, and subsequent queries
could be directed to their location. For instance, al ele-
phant sightings could be stored at a given node. A query
to that node would yield the time and location of all such
sightings. More detailed follow-on queries could be sent to
the relevant locations.

2.5.3 Alternate Methods

These are methods designed to address dlightly different prob-
lems than what we consider here.

Directed Diffusion with Reinforcement: This approach, de-
scribed earlier in our discussion of related work, was origi-
nally proposed in [14]. Event information is stored locally
at a node upon detection. Queries are flooded to all nodes,
and nodes with relevant information respond. The source
of the query then reinforces the best responses (in terms of
latency or relevancy). This reinforcement process will re-
sult in atree of data flowing from selected sensornet nodes,
those that are providing the reinforced data, into the query
originator. The cost of theflood is O(n), the cost of each re-
sponding packet is O(y/n). While useful in other contexts,
this approach isideally suited to monitoring ongoing events
after a query has been issued. The reinforcement proce-
dure allows the query originator to focus in on the data (and
routes) that provide the most relevant and timely informa-
tion.

Geographically Targeted Queries. The canonical methods are
designed for cases where one doesn’t a priori know the
event location. However, if one already knows the loca
tion of the event through out-of-band techniques, then one
can direct queries to that location using strongly or weakly
geographic routing methods (see [31]). In this case, data
is stored locally and then queries are sent (at cost O(+/n))
to the relevant locations to retrieve the desired data. This
avoids the cost of flooding in the canonical local-storage
approach, and avoids the cost of storing each event in the
canonical data-centric storage approach. Thus, if event lo-
cations are known in advance then these approaches are far
superior to the canonical approaches (which don’'t make use
of that information).

3 A Redevant Scenario

We now consider a scenario in which we evauate the three
canonical methods. We first describe the scenario and then pro-
vide some approximate formulae for the communication costs
for the three methods. While we assume that sensornets would
provide all three of these methods (and presumably others), the
insight from these formulae help to choose which of them are
best suited for a particular task.

3.1 Description of Scenario

The scenario we discuss was not selected as necessarily the most
natural but as one in which all three candidate canonical mecha-
nisms might be used. There are many other scenariosthat arerel-
evant to sensornets, but they aren’t situations where these canon-
ical mechanisms are relevant. We now describe our assumptions
about this scenario.

In our scenario, we assume that the event locations are not
known in advance and occur in random locations. As mentioned
above, if the event location is known, then one can direct queries
to the relevant nodes and need not use any one of our three canon-
ical methods. Similarly, if all event of a given type occur in the
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same place, then once the first event is located all subsequent
queries can be directed there.3

Moreover, we assume that tasks are long-lived and don’'t need
to be refreshed very often. If sensors are only “turned on” for
short periods of timein response to each request, and these task-
ing requests are flooded, then queries might as well be piggy-
backed on top of the flooded tasking reguests.

In addition, we assume that there is a single access point. Our
discussion can easily be extended to cases where there are afew
access points. However, if the number of access pointsis large,
then the access path (which is the set of paths to the external
world) may be less of a hotspot (since there are so many access
points to choose from) and the following analysis would be mis-
leading.

We also assume that the sensornet expends most of its en-
ergy detecting events rather than providing ongoing monitoring
of data. As we've observed, event notification can be used to
set up aflow of real-time data from some set of sensornet nodes
to the access point(s). If the energy consumption is dominated
by this monitoring process then it is of less import which event
notification method is used.

Lastly, we assume that in some cases users only care about a
summary of the events rather than alisting of each one; e.g., one
might just want a count of the number of elephants seen rather
than a listing of each elephant sighting. We will consider the
two cases— summarized or listed — separately in our analysis and
simulations.

Our scenario is described by several parameters. We consider
asensornet with n nodes equipped to detect T event types. Welet
Diotas denoting the total number of events detected, Q denote the
number of event types for which queries are issued, and D 4 de-
notethe number of events detected for the types of events queried
for. We assume there is no more than one query for each event
type, so there are Q queriesin total .

3.2 Approximate Communication Costs

The communication costs of the three methods can be approx-
imated using the asymptotic costs for floods (O(n)) and direct
routing (O(,/N)). Below we present approximations for both the
total number of packets and the packets arriving at the access
point. We assume that the packet count at the access point is
a good estimate of the hotspot usage, since we expect that the
access point to be the most heavily used area of the sensornet.

External Storage:

Total: Dictal \/ﬁ
Hotspot: Dygta

Local Storage:
Total: Qn+ Dgy/n
Hotspot: Q+ Dy

30f course, there is a continuum where future events might be spatially corre-
lated with past events. We just consider the extreme case of no correlation; how
to handle cases where there is some limited correlation will depend on the details
of the situation.

Data-Centric Storage:
Total: Qy/n+ Dygral v/N+ Dgy/N (list)

Total: Qy/N+ Digtai/N+ Qy/N (SUmmary)
Hotspot: Q+ Dgq (list) or 2Q (summary)

where (list) indicates a full listing of events is returned (re-
quiring a packet for each event) and (summary) indicates only a
summary of eventsis returned (requiring only one packet).

These calculations support a few relatively obvious points.
First, if all other parametersare held fixed, then asn getslargethe
local storage method incurs the highest total packet count. Sec-
ond, external storage always incurs a lower total message count
than data-centric storage, but theratio 1+ %Jr:Dq isunlikely to be
largeif there are many events detected (and, ifthereis at least one
event detected of each type, thisratio is bounded by 3). Third, if
Dq > Q and events are summarized, then data-centric storage has
the lowest load (of all three methods) on the access path. Fourth,
if events are listed and Dyqta >> Dgq then data-centric storage and
local storage have significantly lower access loads than external
storage.

This suggests that data-centric storage is preferable in cases
where (a) the sensornet is large, (b) there are many detected
events and not all event types are queried, so that Diga >
max[Dq,Q]. This performance advantage is further increased if
summaries are used. However, if if the number of eventsislarge
comparedto the system size, Diqiq > Q+/N, and event lists (rather
than summaries) are used, then local storage may be preferable.

4 Mechanismsfor Data-Centric Storage

In this section we describe our proposal for how to support data-
centric storage. Thisis primarily a proof-of-concept design with
many aspects that could be significantly improved.

Data-centric storage is basically a distributed hash-table, sup-
porting two basic primitives:

Put(key,value) This stores value (the data) according to the key
(which is based on the name of the data).

Get(key) This retrieves whatever value is stored at the key,
which is derived from the event name.

We support thisinterface in two steps; we first use the GPSR ge-
ographic routing algorithm for low-level routing. We then use
an approach borrowed from the recent family of efficient peer-
to-peer lookup algorithms (Chord, CAN, Pastry and Tapestry
[27, 24, 8, 32]) to build a distributed hash-table (DHT) on top
of GPSR. In this section we first describe GPSR and then how
we layer alookup algorithm on top of GPSR. At the end of this
section we also briefly discuss how one can use the GRID Geo-
graphic Location Service (GLS) [19] to support a similar inter-
face.

41 GPSR

There have been a number of proposals (see [10, 16, 19, 3] for
representative examples), primarily in the ad hoc networking
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Figure 2: Right-hand Rule Example: Pack-
etstravel clockwise around the enclosed re-

Figure 1: Void Example: x has no neighbor

closer to D. gion.

arena, for what we call strongly geographic routing algorithms.
These algorithms take, as the destination, a location not an ad-
dress; the routing algorithm then delivers packets to the node at
that location. All of these agorithms adopt a similar approach.
Each node determines its own geographic coordinates (using, for
example, GPS) and periodically announces its address and coor-
dinatesto its neighbors (i.e., those nodes within its radio range);
each node is thus aware of the identities and positions of al its
neighbors. Packet headers contain the geographic coordinates
of the destination and, whenever possible, packets are forwarded
greedily to the neighbor closest to the destination coordinates.
When a packet reaches a node that does not know any neighbors
closer than itself to the destination, we say that the packet has
reached a dead-end. Dead-ends are the result of voidsin the sen-
sornet (see Figure 1), regions with no neighboring nodes in the
direction of the destination. The various algorithms [3, 16, 15]
adopt different dead-end solutions. In our proposal we adopt a
routing algorithm based on Greedy Perimeter Stateless Routing
(GPSR) of Karp and Kung [16]. However, we change the seman-
tics of GPSR dlightly, so that packets are delivered to the node
that is closest to the destination location (whereas in GPSR and
other similar geographic routing algorithms, packets are dropped
if there is no node at the destination location). We now briefly
describe our modified version of GPSR; see [16] for the full de-
scription of the original GPSR agorithm.

GPSR forwards packets greedily whenever possible. Fig-
ure 1 shows an example of greedy forwarding failure; a dead-end
caused by avoid. The dotted line represents the radio range of X,
and the dashed line represents the circle with radius XD centered
at D. Solid lines show radio connectivity. Here, x can reach D
along paths through either of its neighborsw or y, but cannot do
so greedily, as w and y are farther from D than x. Intuitively, x
seeks to send packets for D around the shaded void. Figure 2
shows an example of the right-hand rule, a long-known graph
traversal that walks a cycle in a graph. Each node to receive
a packet forwards the packet on the next link counterclockwise
about itself from the ingresslink. In this example, when a packet
arrives at x fromy, x sweeps counterclockwise from xy to find
xz. Then z does similarly, and forwardsto y. The right-hand rule
can circumnavigate the void in Figure 1, and recover from the

©0) (1000)
® rootpoint: (33)
@ level 1 mirror points: (53,3) (3,53) (53,53)

O level 2 mirror points: (28,3) (3,28) (28.,28) (78.3) (53,28) (78,28)
(3.78) (28.,59) (28,78) (78,53) (53,78)(78.78)

Figure 3: Example of Structured Replica-

tion with a 2-level decomposition

dead-end at x. For the right-hand rule to take tours of enclosed
cycles as shown, the network graph must be planar—there can
be no crossing edges in it. GPSR constructs a planar subgraph
of the network graph, either the Relative Neighborhood Graph
(RNG) or Gabriel Graph (GG). These are both connected if the
wireless network graph is connected, and can be computed dis-
tributedly by nodes, using only knowledge of their immediate
neighbors' positions. When a packet dead-ends, GPSR places it
into “perimeter” forwarding mode, and forwards it on the edges
of a planar subgraph around the perimeter of the void, using the
right-hand rule. The first node and edge along which a packet
isforwarded in perimeter mode is recorded in the packet header,
and greedy forwarding resumes when the packet reachesaanode
closer to the destination than the point at which it entered perime-
ter mode. If a packet traverses the entire perimeter and returns
to its entry point, then that node must be the closest node to the
destination. The node then accepts that packet as intended for
it. Thus, given destination coordinates, GPSR uses a combina-
tion of greedy and, if required, perimeter mode forwarding to
reach the node closest to the destination coordinates. It is this,
and only this, property of GPSR that we use in what follows; we
could employ any other scalable routing algorithm that consis-
tently delivers packets to a deterministic node when routing to a
particular destination location.

4.2 Distributed Hash-Table (DHT) over GPSR

Thebasicideawe use hereissimple, and isborrowed fromthere-
cent peer-to-peer lookup service literature [27, 24, 8, 32]. Given
an event name, we hash that nameinto akey. Thiskey isaloca
tion somewherein the sensornet. Thus, the hash function must be
chosen with knowledge of the boundaries of the sensornet.# The
put(key,value) command sends a packet with the given payload
into the sensornet routed towards the location key. Our (dightly)
modified form of GPSR will forward the packet to the sensornet
node closest to this location, where the data can be stored; we
will call this closest node the home node for an event. Similarly,

4The boundaries need not be exact; it is only important to avoid hashing to
locations outside of the sensornet, as that will require messages to travel around
the entire perimeter of the sensornet.
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a get(key) command is forwarded to the sensornet closest to the
key location, and that node then returns a packet to the source of
the query with the corresponding data.

This approach is sufficient if sensornet nodes are completely
stationary and reliable, and the number of events stored is man-
ageable. However, to improve data availability we now extend
this approach to deal with failure, mobility, and large numbers
of events. We present two extensions:. local refreshes and repli-
cation to deal with robustness and structured replication to deal
with scalability.

4.2.1 Robustness Extension

While data-centric storage is not intended for sensornets with
highly mobile or unreliable nodes, the methods we employ
should be resilient to some degree of failures, arrivals, and mo-
bility. The local refresh and replication extensions we describe
here are completely GPSR specific and alternate schemes are en-
tirely conceivable. Our description here is at a somewhat high
level; the detailed pseudocodeis shown in Figure 4.

A home node for an event type periodically routes a refresh
message to the event location. Regular GPSR routing returns
this refresh message to the home node traversing the perimeter
along the way. If the dynamics of the situation (whether mobil-
ity or new nodes) has resulted in a different node being closer to
key than the current home node, then this new closer node will
become the new home node; in particular, if node A receives a
refresh initiated by a home node farther away than node A, then
node A does not forward the refresh but instead initiates one of
its own. A simple timer-based algorithm ensuresthat in case the
home node dies, the new home node automatically starts gen-
erating refresh messages. While this adjusts to dynamicsin the
perimeters, it does not protect against lost data due to node fail-
ure. Thisis accomplished by local replication: all nodes that
receive a refresh cache the data contained in it. Even though
multiple nodes on a perimeter cache the same events, typically
only the home node sends refreshes. It is the refresh from the
home node itself that suppresses refreshes from other nodes on
the same perimeter, as shown in the pseudocode. Absent the ar-
rival of refreshes, a node will begin to generate refreshes. This
process ends with one node on a perimeter becoming the new
home node for that event. Our simulations verify this behavior.
If these cached items are not refreshed within a certain time-out
period, the data are deleted. In addition, when arefresh message,
or a query, passes through a node, it mergesits own cached data
with the data currently in the message (i.e.,, if a node has some
events that are not listed in the refresh message’s data, then this
information is appended to the message).

To avoid problems due to packet loss, all put and get requests
are acked by the home node. If no ack is received, then the initi-
ating node (or user) resends the message.

These modifications improve data availability. They use local
replication, which is useful if node failures are randomly dis-
tributed, but is of little use if all nodesin an areafail at the same
time (e.g., afiredestroysall nodesin aregion). Resilience against
these clustered failures could be provided by storing each event

multiple times (using different hash functions).

These techniques assume that the set of neighbors does not
change very rapidly. However, if the radio channel characteris-
tics changerapidly in time, then our approach doesn’t apply.

4.2.2 Scability Extension

The basic version of data-centric storage has al events of the
same type stored in the same place. If an event type has too
many events detected, this node could become a hotspot. To deal
with this, we use something we call structured replication (SR).
In SR we augment event names with a hierarchy depth and use a
hierarchical decomposition of the key space (similar to that used
inGLS). Previoudly an event name was hashed into asingle point
in the space; we call that the root of an event. Now, for a given
root r and a given hierarchy depth d, one can compute 49 — 1
mirror images of r; d = 0 refers to the original scheme with no
mirrors. For example, Figure 3 shows a d = 2 decomposition,
and the mirror images of the root point (3,3) at every level.

A node that detects an event now stores the event at the mirror
closest to itslocation (this can be easily computed). Thisreduces
the storage costs from O(/n) to O(,/n/2%). Queries, however,
must now be routed to all the mirror nodes. Thisis done through
arecursive process. Queriesarefirst routed to the root node, then
from the root node to the three level 1 mirror image points. Each
of these in turn forwards the query to the three level 2 mirror
points associated with them. This recursive processis continued
until all mirrors are reached. Responses traverse the same path
as queries but in the reverse direction — up the hierarchy towards
the root. Thus, a single query incurs a routing cost of O(29,/n)
as compared to the O(y/n) for DHTs without mirrors. Hence,
for an event | with D; detected instances and Q; queriesthe total
message cost of storing and retrieving this event information is
approximately: O(Q;24,/n+ Dj(y/n/2%)) Thus, the use of mir-
rors reduces the cost of storage but increases the cost of queries.
This presents an intermediate solution between the local storage
canonica method, where storage was free but queries expensive,
and the original data-centric storage algorithm, where both were
of moderate cost.> We expect that mirrors will be useful for fre-
quently detected events. Note that the depth of the hierarchy (d)
can, and indeed should, be different for different event types. ©

43 GridGLS

We end by mentioning how the Grid Geographic Location Ser-
vice [19] could be used to provide a similar service. GLS was
not intended for this purpose, and so any faults with the follow-
ing proposal lie with us and not the designers of GLS.

Geographic routing delivers packets to locations, not ad-
dresses; thus, to communicate with a particular node one needs
amechanism to map node identifies to their geographic location.
GLS is a scalable location service that performs this mapping.

5When we choose d such that 2 = \/n, we reproduce the local store cost
structure.

60ne might, for example, encode the hierarchy level in the event name so that
d isglobally known for each event type.
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The location database is distributed across the nodes; each node
acting as the location server for a small number of other nodes.
The crux of the problem is that nodes must be able to find these
location server without knowing their geograph location. Grid
achieves this with a novel algorithm that uses a predefined hier-
archical decomposition of the geographic space into nested grids
and a predefined ordering of node identifiers. Thus, what GLS
enables is routing to node identifiers. Moreover, an attempt to
route to an identifier Y for which no node exists, terminates at
the node with identifier closest to Y as per the predefined order-
ing of identifiers. Thus, we could use GLS to provide the DHT
interface by hashing keys to the node address space. The main
drawback with the above approachisthat supportingthe DHT in-
terface requires the location database to be built and maintained.
While for GLS the maintenance of this database was the orig-
inal goal, for our sensornet application the location database is
merely an unnecessary level of indirection. Thus, we chose to
directly map event names to locations (rather than to a server
which would then reveal the location).

5 Simulation Results

In Section 3, we argued qualitatively about the scaling behavior
of the different dissemination mechanismsand their applicability
under different scenarios; in Section 4 we proposed one mech-
anism for data-centric storage based on GPSR. In this section,
we first evaluate the performance of our proposed mechanism
(Section 5.1) in ns-2 simulations of relatively small systems of
between 50 and 200 nodes. These simulations include detailed
models of awireless network’s MAC and physical layer. While
our system was primarily designed for environments with fairly
stable (not failing) and static (not moving) nodes, we nonethe-
less would like our design to be robust against small amounts of
failure and mobility. To investigate the robustness of our DHT
system in harsh wireless environments, we have included simu-
lations with both failing nodes and mobile nodes.

After confirming the viability of our design, we then (Sec-
tion 5.2) verify our comparative reasoning in Section 3 with sim-
ulations of much larger-scale systems of up to 10° nodes that,
in the interest of computational tractability, do not model radio
details.

5.1 Small-Scale Networks, with Wireless Details

We implemented our GPSR-based DHT in ns-2 [20], which
supports detailed simulation of mobile, wireless networks using
IEEE 802.11 radios. In these simulations, we seek to demon-
strate the robustness of our DHT system on rea radios and
dynamic topologies, where node failures and mobility cause
changes in nodes' neighbors, and changes in the node closest
to akey's hashed coordinates.

By modeling thefull 802.11 MAC layer and physical layer, ns-
2 alows evaluation of a system’s performance on a bandwidth-
limited, contention-prone wireless medium. Our simulations use
a modified 802.11 radio with a 40 m radio range, rather than

_recvinsert(H,1,9)
/I node H receives an insert for event | from node S
_localStore(l); // Sore event information locally
_send(INSERT-ACK,Ps); // tell node Swe received insert
_routeRefresh(l,R) // route refresh for | to B
_schedRefresh(l,(now+2T)) // schedule next refresh for 2T later
_schedDeleteTimer(l,(now+3T)); // set I's delete timer for 3T later

_recvRefresh(X,1,Y)
/I node X receives refresh for event | from node Y
_updateStore(l); // store event info from refresh message locally
_schedDeleteTimer(l,(now+3T)); // reset delete timer for 3T later
if (X ==Y) // refresh looped on perimeter; X is home node
_schedRefresh(l,(now -+ T)); // schedule next refresh for T later
/I T rather than 2T because X is the current home node
return;
if (distance(Px,P) < distance(R,,R))
/I Xis closer to the event position than Y
drop incoming refresh;
routeRefresh(l,P);
_schedRefresh(l,(now+ 2T)); // 2T rather than T as we're not
/I sure yet that X is the current home node
return;
if (distance(Px,P) > distance(R,, )
/I X appends any additional info it holds for event | to
/I the refresh message and forwards it on
—appendRefreshMsg(1);
_fwdRefresh(1,R);
_schedRefresh(l,(now+ 2T)); reset refresh timer for 2T later
return;

_refreshTimeout(X,1) // X'srefresh timer for event | expires
_routeRefresh(l);
_schedRefresh(l,(now+ 2T));

_deleteTimeout(X, 1) // X's delete timer for event | expires
_ocalDelete(l); delete all entriesfor | fromlocal store
_cancel Timers(l);

_newNode(X,Y) // X detects new node Y
foreach (event | inlocal store)
if ((distance(Px,R) > distance(Py,R)) AND //
(X closest of its neighborsto Y))
_locallnsert(l,Y); X sends Y info for event |
_schedRefresh(l,(now+ 2T));

_recvLocallnsert(Y, ) // new node Y receives info for event |
_local Store(l);
_schedRefresh(l,(now + T)); Y might be the new home node

Figure 4: Pseudo-code for local replication and refreshes. For
an event |, we use P; to denote the corresponding event position.
Likewise, for node X, Px denotes the node's position. All timers
have a small randomized component.
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Node Density 1 node/ 256 m?
Radio Range 40 m
GPSR Beacon Interval 1s
GPSR Beacon Expiration 45s
Planarization GG
Mobility Rate 0,0.1,1m/s
Number of Nodes 50, 100, 150, 200
Simulation Time 300s
Query Generation Rate 29ps
Query Start Time 2s
Refresh Interval 10s
Event Types 20
Events Detected 10/ type

Table 1: Simulation parametersin ns-2 simulations.

the 250 m radio range of |EEE-compliant hardware; this choice
mirrorsthat made in the evaluation of Directed Diffusionin[14],
in the interest of using parameters close to those found in sensor
radios.

In al our ns-2 simulations, there is a single querying node
placed in the upper-left corner of the simulated region. Thisnode
represents the access point where queries enter the sensor net-
work. At the start of asimulation, all events areinserted into the
DHT once, by sensors chosen uniformly at random; these are the
sensors that measured the inserted events. Queries are acknowl-
edged and retried until they succeed. At time 42 s, to alow the
DHT to stabilize, the querying node begins generating queries at
arate of 2 gps, including both new and retransmitted queries.

In al simulations, we employ the join optimization, (routine
_newNodein Figure 4) which improves performance on dynamic
topologies. When a node A senses a new neighbor B, A sends
B all those event entries from its local database for which B is
closer to the event destination than A, and for which A is the
closest of its neighbors to that event destination. This optimiza-
tion trades off increased communication for improved robustness
when nodesfail or move.

Table 1 shows the parameterswe used in our ns-2 simulations.
We present results that are averaged over multiple simulations;
in al cases, the variances of these runs are reasonable. Note that
node density remains constant in our simulations; as we increase
the number of nodes, we scale the region size such that node
density does not change.’

In measuring the DHT’s performance, we are concerned with
the availability of the data stored in the DHT to queriers, and the
load placed on nodes participating in the DHT, both in communi-
cation and storage of events. To measure availability, we propose
the metric of successrate, measured after al eventshave beenin-
serted into the DHT: for a workload of queries, we compute the
mean over all queriesof thefraction of eventsreturnedin eachre-
sponse, divided by the total number of events known to have been
stored in the network for that key. Because insertions and queries
are both acknowledged, this measurement focuses mainly on the

"We do not investigate varying node densities in this work. Karp's thesis
demonstrates the efficacy of perimeter-mode forwarding on both dense and sparse
networks [17].
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Number | Success Max Avg Total | Refresh

of Nodes | Rate (%) | Storage | Storage | Msgs | Msgs
50 100% 47.2 40.7 10.2 4.4
100 100% 119 10.0 2.6 11
150 99.8% 7.2 5.9 16 0.72
200 100% 5.8 4.6 1.2 0.53

Table 2: Performance of DHT on Static Networks. Results are
the means of three simulations.

ability of the DHT to hold data written to it.

To measure the storage load on nodes, we examine the maxi-
mum number of events stored at any node, to capture the worst-
case required storage; and the mean number of events stored
across al nodes in the network, to capture typical storage re-
quirements. We measure the communication load on nodes by
counting the mean number of messages forwarded by a node in
arefresh interval, and the mean number of refresh messages for-
warded by a node in arefresh interval; these message counts are
averaged across all nodes and refresh intervalsin asimulation.

5.1.1 Stableand Static Nodes

As one would expect, on static networks, where the topology
doesn’t change, DHT offers very nearly perfect availability of
stored events. At all network scales, essentially all queries are
answered with all events stored in the network. As the system
scales in increasing number of nodes, the unchanging number of
eventsare dispersed among awider population of nodes, and thus
both the mean and maximum state requirements per node de-
crease. Similarly, dispersion reduces the count of the mean num-
ber of forwarded refresh messages; fewer nodes are on perime-
ters about a point to which a (key, value) pair hashes, and so a
smaller fraction of nodes receives refresh messages for forward-

ing.

5.1.2 Static but Failing Nodes

We now demonstrate that DHT is robust in the presence of node
failures, despite the topology changes that result. All the results
we present in this section are for networks of 100 nodes.

Table 3 shows the performance of DHT under a failure model
where a configured fraction of nodes selected uniformly at ran-
dom alternate between failing and restarting. When a node fails,
it loses the contents of its database; it only reacquiresits database
contents upon returning to operation and receiving refreshesfrom
neigbhors. In these results, a node selected as unreliable remains
up for a period selected uniformly at random in [0,120] s, then
goesdown for aperiod uniformly chosenin [0, 60]. We denote by
f the fraction of nodes that remain up for the entire simulation.

As one would expect, the success rate decreases as f does.
But the decreaseis dlight, until all nodes cycle between available
and unavailable, at f = 0. The deterioration in the successrateis
caused by events that were not saved by the refresh mechanism
when the node holding them failed. Analysis of the simulation
logs reveal s that the vast majority of queries and responses reach



Submitted to SIGCOMM 2002, February 1st, 2002

f Success Max Avg Total | Refresh
Rate (%) | Storage | Storage | Msgs | Msgs

0 83.3% 25.4 8.8 32 1.6
02| 94.2% 24.9 10.3 34 18
04| 97.3% 22.6 10.7 34 18
06 | 98.6% 17.4 10.3 31 16
08| 99.7% 14.0 10.1 31 15
1.0 | 100% 16.2 14.5 39 16

Table 3: Performance of DHT. Stationary nodes, varied fraction
of nodes alternate between up and down states. Results are the
means of eight ssimulations.

Motion Success Max Avg Total | Refresh
Rate (m/s) | Rate (%) | Storage | Storage | Msgs | Msgs
0.1 96.8% 18.6 10.4 19.2 1.45
1 96.3% 52.2 225 17.4 4.10

Up/Down | Success Max Avg Total | Refresh
Time(s) | Rate (%) | Storage | Storage | Msgs | Msgs
60/30 75.1% 18.6 6.0 29 0.93
120/60 84.7% 29.6 9.8 35 1.8
240/120 94.7% 45.9 15.2 4.7 31
480/240 95.7% 53.2 175 5.3 3.7

Table 4: Performance of DHT. Stationary nodes, all aternate
between up and down states of varied lengths. Results are the
means of four simulations.

their destination successfully in a single transmission. Note that
the maximum number of events stored at a node decreases as
more nodes become reliable, while the mean number of events
stored across all nodes increases; these trends reflect the in-
creased uniformity of the distribution of events across nodes, as
the number of simultaneously available nodes increases.

Table 4 shows the performance of DHT where f = O (that is,
where all nodes fail and restart repeatedly). Here, we vary the
periods that nodes remain up and down. For an up/down time
value of x/y, anoderemains up for aperiod chosen uniformly in
[0,x], and remains down for a period chosen uniformly in [0, y].
Simulation timesfor this group of simulations only are not 300 s;
we scalethe simulation timelinearly with the up/down time; each
simulation lasts five times the length of adown time interval.

When nodes transition between up and down more fregquently,
the ability of the DHT to hold eventsis stressed more heavily, as
the node closest to an event’s destination position changes more
frequently. The success rate decreases very gradually at first, but
progressively more noticeably as the up/down periods shorten.
The maximum and average storage figures in these cases reflect
that events disappear from the DHT when the join optimization
and refreshesfail to keep eventsalivein the DHT.

5.1.3 Stable but Mobile Nodes

Table 5 showshow DHT performson amobile sensor network of
100 nodes. In these simulations, nodes move using the random
waypoint model [20]; that is, in discrete steps, each to a point
chosen uniformly at random, at a rate chosen uniformly at ran-
domin (0,M) m/s, where M is the maximum motion rate. They
pause 60 s between motion steps. In these simulations, we use
a timer to cause GPSR to replanarize once every two seconds,
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Table5: Performance of DHT on mobile networks. 0.1 and 1 m/s
mobility. Results are the means of four runsfor the 0.1 m/s case,
and twelve runs for the 1 m/s case.

which costs no communication; only computation within a sen-
sor node.

While our main thrust is not to address DHTs for mobile sen-
sor networks, we nonetheless stress that under mobility, DHT
continuesto offer robust persistence for stored events, as demon-
strated by the 96+% success ratesin Table 5. The cost of thisro-
bustness is in communication—note the greater number of mes-
sages forwarded by DHT in the mobile scenarios, vs. in the non-
mobile ones. Under mobility, GPSR’s perimeters change, and
it's possible for a packet walking a perimeter that changes un-
derfoot to loop, until the packet exhausts its TTL in hops [17].
We limit the TTL on refresh messages to ten hops in the mobile
simulations; they need not all walk the intended perimeter for
refreshes to function properly, and the cost in congestion to the
network of forwarding them on far longer toursis significant. In
amore general implementation of DHT, a node can dynamically
determine the appropriate TTL to use, by periodically sending
a refresh with a small TTL, and expanding the TTL until the
refresh returns successfully. In these results, we elide thisimple-
mentation step, and fix the TTL at ten hops for refreshes. This
valueislonger than the typical perimeter for the network density
we simulate.

5.1.4 Discussion

Our GPSR-based design appearsto work well in sensornets with
stable and static nodes. Such settings are the primary target of
our design, but of course failures (and movement, in some cases)
areinvetable, and thus we are interested in the robustness of our
design against these factors. In our various robustness tests we
subject our design to very harsh environments. Our most gen-
erous run with failing nodes had mean cycle-times on the order
of minutes, far worse than we hope for most projected sensor-
net systems. And yet, as long as the fraction of failing nodes
wasn't overly high, or the cycle-times were tens of minutes, the
system performed reasonably well. Similary, the extent and rate
of movement in the mobile node case was quite high; nodes
rested only a minute between movements, and the movements
were large excursion (half the size of the sensornet, on average)
not slight adjustments. Here too the performance was reasonably
good.

5.2 Comparative Study
The detailed ns simulations were intended to verify the correct

functioning of the low-level aspects of the data-centric storage
mechanism. However, we were limited to system sizes on the
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order of 100 nodes. In this section we use a less-detailed sim-
ulations to compare the three canonical mechanisms — external
storage (ES), local storage (LS), and data-centric storage (DS) —
in much larger systems. We built aspecial purpose simulator that
assumes (1) nodes are stable and stationary and (2) packet deliv-
ery to neighboring nodes is instantaneous and error-free. This
simulator thus faithfully represent the data pathsin the ideal ver-
sions of the various canonical mechanisms. We use this simu-
lator to examine the number and pattern of packet transmissions
(as a measure of energy consumption) as the size and nature of
the system varies. This simulator clearly does not allow usto in-
vestigate the low-level details of the wireless environment (MAC
level behavior, packet loss, node dynamics, etc.) which were the
subject of the previous ns simulations, but nonethelesswe fed it
gives agood picture of the relative performance of the canonical
data dissemination algorithms.

We use two metrics to evaluate the performance: the total
number of packets generated and the hotspot usage (which is the
maximum number of packetsto cross any single link). We don’t
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measure latency, as that is approximately the same across the al-
gorithms. Moreover, we assumethat all other factors (such asthe
fidelity of the data) are held fixed across the various algorithms.

Therelevant system parameters are;

n, the number of nodesin the system,

T, the number of event types

Q, the number of event types queried for

Dj, the number of detected events of event typei

In this section we set T = 100 and D; = 100 for all i, and vary
n and Q. We present two basic tests. In test #1 we hold n fixed
(n = 10000) and vary Q. In test #2 we set Q = 50 and vary n;
for reasons we gave in Section 5.1, we hold the system density
fixed and increase the sensornet size as we increase n. All these
results are averaged across ten different topologies, and ten runs
on each topology. In each of these tests, we show the results ES,
LS, and the following three versions of DS:

Normal DS (N-DS): A query returns a separate message for
each detected event
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Summarized DS (S-DS): A query returns a single message re-
gardless of the number of detected events

Structured Replication DS (SR-DS): We assume an optimal
level of structured replication (asdescribedin Section 4.2.1)
to provide alower bound. We assume summarizationin this

8
case.

Test #1: Varying Q The results from varying Q are shown in
Figures 5 and 6. For low Q, LS has low total and hotspot usage,
but both quantities increase linearly with Q, making LS a poor
choice for systems with many queries. External storage has a
very high hotspot load and a medium level of total usage, both
independent of Q. Both variants of DS that use summarization
have low total and hotspot usage, but note that structured replica-
tionin SR-DSis able to bring the total usage down significantly.
The hotspot and total usage of DS without summarization (N-
DS) increases linearly with Q, but the slope of the total usageis
much lower than that of LS (but has a higher offset). These re-
sults suggest that for low Q all methods but ES perform reason-
ably well, with LS and SR-DS being the best. For highQ, SR-DS
is the clearly superior choice, followed by S-DS. If summariza-
tion is not allowed, then the choice is between N-DS (which has
lower hotspot usage) and ES (which has lower total usage).

Test #2: Varying n The results from varying n are shown in
Figures 7 and 8. All of the methods have reasonably similar be-
havior for total usage, but LS starts off (at low n) with the lowest
value, and ends up (at high n) with the highest value. S-DS and
SR-DS have the lowest hotspot usage by far, but among methods
without summarization DS and LS have similar performance. ES
has the worst hotspot load. Thus, at all but teh lowest values of
n (lower than around n = 1000) the DS variants are the superior
choices. Recall that these simulations were runwith Q = 50, and
so these conclusions are similar to those in test #1 above.

These performance results are remarkably consistent with the
approximate formulae presented in Section 3.2; the only signifi-
cant deviations coming from cases where the hotspot usage was
not occuring at the access point. These simulations, while ide-
alizing the low-level wireless behavior, were true packet-level
simulations of these various algorithms in systems as large as
n = 100,000. This gives us confidence that al three of these
canonical methods scale in the ways suggested by the approxi-
mate formulae. Those formulae suggested that DS was particu-
larly appropriate as system sizes grew and the number of events
isfar greater than the number returned in queries (either because
not all event types are queried for, or because summarization is
used).

We've run additional simulations with various other parame-
ter values, and the results are consistent with these conclusions.
Nonetheless, the simulations we've done, and indeed the basic
scenario we considered, covers only asmall portion of the space
of sensornet scenarios. Hence, we claim only that data-centric

8We could have looked at structured replication without summarization, but
left it out in interests of space (and clutter in the graphs).
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storage is of use in some reasonably plausible scenarios we've
explored here.

6 Discussion

We believe future sensornetswill incorporate many different data
dissemination mechanisms and users will choose among them
based on the particular circumstances. This paper proposed data-
centric storage as one possible approach to wide-area data dis-
semination and identified those circumstanceswhere data-centric
storage may be relevant.

The data-centric storage mechanism we presented, while still
preliminary and intended mainly as a proof-of-concept, appears
towork well over arange of conditions. However, it clearly fails
if the node failure rate is extremely high, or if nodes are signif-
icantly mobile. In addition, our method will probably not deal
well with rapid variationsin radio channel characteristics.

In terms of the general approach to data dissemination, we
recognize that data-centric storageisirrelevant if event locations
are known beforehand. Moreover, one of the other canonical
methods s preferableif the number of nodesis small, or the cost
of flooding queries is outweighed by the streaming of real-time
data, or the number of eventsis a factor of /n greater than the
number of queries.

However, when we are in a context where these adverse con-
ditions do not hold, data-centric storage may be quite useful, in
that it enables efficient queries for classes of events. Moreover,
it can be a useful component in a more general data dissemina-
tion system. For instance, it may allow usersto more easily build
acomplex web of event definitions, where the detection of some
higher-level events (e.g., animal migrations) are dependent on the
detection of lower-level events (e.g., animal sightings). In addi-
tion, it may provide helpful global context for evaluating local
data; e.g., atemperature sensor could compare its temperature to
the average temperature in the sensornet to help detect fires and
other local temperature spikes.
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